
Fuzzy Identity -Based
Encryption



ÅAmit Sahai and Brent Waters. Fuzzy Identity -Based 
Encryption. In Eurocrypt 2005, LNCS 3494, pp. 457

473, Springer -Verlag, 2005.

2008/07/07
2



1  Introduction (1)
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1  Introduction (2)

ÅFuzzy Identity -Based Encryption
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1  Introduction (3)
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1  Introduction (4)
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1  Introduction (5)
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1  Introduction

Security Against Collusion Attacks
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1  Introduction

Å Fuzzy IBE
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2  Other Approaches
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3  Preliminaries

Bilinear Maps

Shamirôs Secret Sharing Method



3  Preliminaries

Bilinear maps

Å (Bilinear maps)
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3  Preliminaries

Shamirôs Secret Sharing (1)

Å (Adi Shamir 1979צּ [2])
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3  Preliminaries

Shamirôs Secret Sharing (2)
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3  Preliminaries

Shamirôs Secret Sharing (3)
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3  Preliminaries

Shamirôs Secret Sharing (4)

ÅShamir
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4  Our Construction



4  Our Construction

Fuzzy IBE ID

ÅFuzzy IBE ID

Å צּ
Č

ïʖ ʖȭ ּצ
צּ
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4  Our Construction

Fuzzy IBE ï

Å Ąʖȭ , Ąʖ

Å d,

Å e:(11×11)Ą12
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4  Our Construction

Fuzzy IBE ïSetup

ÅPKGּצ

Å

ïd : . PKGּצ

Å

ï

ï

ï

Å

ï :

ï : 

2008/07/07
20

pttt DÍJ,,, 21 >||J

py DÍ

ytt
ggeYgTgT ),(,,,1

1 ===
J

J>

YTT ,,,1 J>

ytt ,,,1 J>



4  Our Construction

Fuzzy IBE ïKey Generation
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4  Our Construction

Fuzzy IBE ïEncryption
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4  Our Construction

Fuzzy IBE ïDecryption
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4  Our Construction
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4  Our Construction
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